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Abstract  

Cloud computing has transformed data storage, processing, and service delivery by offering highly scalable 

and cost-efficient infrastructures for a wide range of applications. However, its distributed architecture 

increases exposure to security threats, particularly Distributed Denial of Service (DDoS) attacks that can 

overwhelm resources, disrupt services, and cause significant operational and financial losses. Traditional 

centralized detection mechanisms often prove insufficient in such environments due to latency in response, 

performance bottlenecks, and challenges in maintaining data privacy across dispersed nodes. In this 

review, federated learning, attack detection and distributed denial of service: a cloud computing 

environment study was investigated as a decentralized, privacy-preserving, and scalable framework for 

detecting and mitigating DDoS attacks within cloud computing environments. FL enables distributed cloud 

nodes to collaboratively train detection models without transmitting raw data, thereby improving detection 

accuracy, safeguarding sensitive information, and reducing risks associated with single points of failure. 

The paper discusses the architecture of an FL-based detection framework—encompassing local nodes, 

central aggregation servers, secure communication protocols, and adaptive learning algorithms—and 

highlights how their integration enhances real-time anomaly detection, scalability, and resilience to evolving 

cyber threats. The findings underscore that FL effectively addresses the shortcomings of centralized 

approaches, offering a robust pathway for building secure, privacy-conscious, and scalable cloud 

infrastructures capable of mitigating large-scale DDoS attacks. 

Keywords: Cloud computing, Federated learning, Distributed Denial of Service (DDoS), Attack detection, 

Privacy-preserving security, Scalable architecture. 



Scholar J (2026), 4:268 – 274                                        

269 
 

 

Introduction 

The advent of cloud computing has profoundly transformed the management, handling, and storage of data 

and applications. Unlike traditional on-premises systems, cloud solutions provide scalable resources that 

can be adjusted according to demand, thereby offering remarkable flexibility and cost efficiency [1]. 

Organizations can leverage extensive processing power and storage capabilities through cloud services 

without incurring substantial capital expenditures on hardware and infrastructure. This model presents an 

attractive option for businesses of all sizes, as it enables rapid deployment and scalability of applications 

[2].  

Despite the numerous benefits of cloud computing, it has introduced various security challenges. One of 

the most pressing concerns is the vulnerability to Distributed Denial of Service (DDoS) attacks. These 

attacks aim to inundate cloud systems with excessive traffic, leading to significant performance degradation 

or service outages [3]. Such attacks can severely disrupt the availability of essential services and tarnish 

an organization's reputation, potentially resulting in substantial operational downtime and financial losses.  

Conventional DDoS detection methods, which are often centralized, may not effectively address the 

dynamic and distributed characteristics of cloud environments. In scenarios where resources are spread 

across multiple locations, centralized approaches that rely on a single point for monitoring or management 

can create a bottleneck in the detection and mitigation of attacks [4]. Additionally, the volume and variety 

of traffic in cloud settings may overwhelm centralized systems, diminishing their capacity to identify and 

respond to threats in real time. 

Advanced and decentralized methodologies, such as federated learning, have been introduced to address 

these limitations. Federated learning is a machine learning approach wherein multiple distributed servers 

or devices collaborate to train a model without the need to share data. This technique leverages the 

collective intelligence of distributed systems, thereby maintaining data privacy while enhancing scalability 

and improving the accuracy of DDoS attack detection [5]. In the context of cloud computing, federated 

learning can enhance DDoS detection by enabling more effective monitoring and response mechanisms 

that adapt to the distributed and dynamic characteristics of cloud environments [9].  

As cloud computing continues to evolve, it remains crucial to tackle the security challenges posed by DDoS 

attacks. Traditional centralized detection methods often fall short, necessitating innovative solutions like 

federated learning to achieve greater scalability, precision, and resilience against such threats. By adopting 

these advanced strategies, organizations can bolster the security of their cloud resources and ensure the 

reliability and continuity of their services.  It is on this premise that this review aims to investigate federated 

learning, attack detection and distributed denial of service: a cloud computing environment study.  
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Limitations of Centralized Detection Systems  

Modern DDoS detection systems typically feature centralized data collection and processing. These 

systems aggregate data from various network points for processing at a single location. However, this 

centralized approach presents several notable drawbacks:  

Bottlenecks: Centralized systems may become performance bottlenecks when tasked with managing 

large volumes of traffic data from multiple sources. This can lead to delays in detection and response, 

allowing attacks to escalate before they can be mitigated [8].  

Data Privacy Concerns: Centralized data collection raises significant privacy concerns. The centralization 

of processing and transmission can lead to the mishandling or exposure of sensitive information, resulting 

in potential privacy violations and data breaches [9].  

Adaptability Challenges: Given the dispersed and dynamic nature of cloud environments, centralized 

solutions may struggle to keep pace with evolving attack patterns. Their effectiveness in real-time threat 

detection is often compromised due to a lack of adaptability, hindering their ability to respond promptly to 

new or emerging threats [10].  

Need for a Distributed, Scalable, and Privacy-Preserving Solution  

A distributed, scalable, and privacy-conscious methodology is urgently required to address these 

limitations. The proposed solution should encompass the following characteristics:  

Decentralized Architecture: A distributed detection framework would leverage the intelligence and 

collective resources of multiple nodes distributed across the cloud infrastructure. This approach enhances 

the system's ability to detect and mitigate DDoS attacks by enabling real-time monitoring and response at 

various points within the network [11].  

Scalability: The solution must be capable of scaling to accommodate the diverse loads and sizes inherent 

in cloud environments. It should possess the ability to scale horizontally to manage traffic surges and adapt 

to the growing complexity of cloud services [12].  

Privacy Protection: Incorporating privacy-preserving techniques such as encryption and federated 

learning is essential to address concerns regarding data privacy. These methods ensure the safeguarding 

of sensitive information while facilitating effective detection and analysis of potential threats [13].  

Federated Learning: The Way Forward 

Detecting and mitigating Distributed Denial of Service (DDoS) attacks presents a significant challenge 

within cloud computing environments. Traditional centralized detection systems face critical limitations, 
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including scalability issues, concerns regarding data privacy, and the potential for bottlenecks. A promising 

decentralized approach to address these challenges is federated learning (FL), which enables multiple 

nodes to collaboratively detect DDoS attacks while preserving the confidentiality of their data. This review 

outlines the essential components and relationships necessary for developing a federated learning-based 

system aimed at detecting DDoS attacks in cloud settings.  

Cloud Computing Environment 

A network of distributed servers and resources accessible via the internet, providing scalable and on-

demand services. The inherent distributed structure of the cloud environment renders it vulnerable to DDoS 

attacks, which can take advantage of the extensive attack surface [[12].  

DDoS Attack: A deliberate effort to impair the availability of a service by inundating it with excessive traffic 

from numerous sources. Such attacks can result in considerable downtime and financial repercussions 

within cloud environments [14].  

Federated Learning  

A decentralized approach to machine learning in which multiple clients (such as cloud nodes) train a model 

locally using their own data and subsequently share only the model updates with a central server. This 

technique enhances data privacy and mitigates the risks linked to centralized data storage [10].  

Components of the Federated Learning-Based System  

Local Nodes (Edge Devices/Servers) 

These nodes represent the distributed servers or devices responsible for generating and processing data 

within a cloud framework. Each node utilizes its data to train a model that identifies potential DDoS patterns 

on-site. Subsequently, the central server receives updates from the local models without revealing the 

underlying raw data [15].  

Central Server 

The central server aggregates the model updates from all participating nodes to create a comprehensive 

global model. This global model is then distributed back to the local nodes, allowing them to progressively 

improve their detection capabilities. The central server ensures that the global model benefits from the 

collective insights of all nodes while maintaining data privacy [5].  

The DDoS Detection method serves as the primary strategy for identifying and mitigating DDoS attacks at 

both local and global levels. The underlying algorithm may employ deep learning, pattern recognition, 

anomaly detection, or various other machine learning techniques. As new data is generated within the cloud 
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environment, the algorithm can adapt and enhance its performance dynamically through the federated 

learning approach [16].  

Communication Protocols 

These protocols facilitate the secure transfer of model updates and the synchronization of the global model 

distribution between local nodes and the central server. The effectiveness and integrity of the federated 

learning process are contingent upon the efficiency of these communication protocols [17].  

Relationships Between Components of Federated Learning 

Local Nodes and Central Server 

The relationship between the central server and local nodes is one of collaboration. After conducting local 

computations, the nodes relay their results (model updates) to the central server, which integrates these 

updates into a comprehensive global model. Subsequently, the central server returns the updated global 

model to the local nodes for further training, creating an iterative cycle [15].  

Federated Learning and DDoS Detection 

Federated learning enhances DDoS detection by leveraging the distributed nature of cloud infrastructures. 

The consolidated global model improves overall detection accuracy across the cloud network, while each 

node is equipped to identify local anomalies indicative of a DDoS attack. This decentralized detection 

approach mitigates the bottlenecks and privacy issues associated with centralized systems [10].  

Data Security and Privacy 

Federated learning inherently bolsters data security, as the raw data remains within the local nodes. The 

likelihood of data breaches is reduced since only model updates are transmitted. To further enhance 

security, these model updates can be securely communicated using encrypted protocols [17].  

Federated Learning for Scalable and Privacy-Preserving DDoS Detection in Cloud 

Computing 

 Enhanced Detection Precision: The approach based on federated learning is 

anticipated to enhance the accuracy of DDoS detection within cloud environments 

by integrating varied data from numerous nodes into a unified global model [16].    

 Improved Scalability: This system exhibits superior scalability compared to 

centralized systems, as it allocates the computational workload across various 

nodes, thereby mitigating potential bottlenecks [15].    
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 Data Privacy Protection: By maintaining data in a localized manner and only 

exchanging model updates, the system safeguards data privacy, effectively 

addressing a significant concern prevalent in conventional DDoS detection systems 

[10].    

Conclusion 

Cloud computing has become essential for modern services, but its distributed nature makes it highly 

vulnerable to Distributed Denial of Service (DDoS) attacks. Traditional centralized detection systems often 

struggle with slow response times, limited scalability, and privacy concerns, making them less effective in 

today’s complex cloud environments.  This review highlights federated learning (FL) as a practical and 

forward-looking solution to these challenges. FL allows cloud nodes to collaboratively train detection models 

without sharing raw data, improving privacy, detection accuracy, and adaptability. By combining local 

nodes, a central aggregator, secure communication, and adaptive algorithms, FL creates a decentralized 

system that reduces bottlenecks and responds faster to emerging threats. Implementing FL-based 

detection strengthens cloud security by improving real-time anomaly detection, reducing single points of 

failure, and scaling efficiently with growing network demands. It also supports privacy regulations by 

keeping sensitive data local.  Overall, federated learning provides a scalable, secure, and privacy-conscious 

framework for mitigating DDoS attacks in cloud computing environments. Future efforts should focus on 

improving its efficiency and integrating advanced learning techniques to enhance its effectiveness against 

evolving cyber threats. 
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