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Abstract

As sensitive data is increasingly being shared within government agencies, organizations and across
organizational boundaries, it requires persistent protection from interception and viewing by unauthorized
persons. Undoubtedly, the growth and rapid adoption of the Internet has greatly changed how all
organizations deal with their respective stakeholders. As the move from administrative operations to service
operations accelerates, e- government Network Platform has become a solution to transform the way they
do business and render services. This paper x-trays data insecurity and Distributed Denial of Service
(DDoS) attacks on e-government. The paper discussed DDoS attack types on data and Information and
Communication Technology infrastructure such as networks, server, computer, network devices and so on.
The paper also highlighted security threat, risks, and vulnerability in e-government; economic cost of
security breaches, cybersecurity concerns and mitigation of data insecurity and DDoS attacks.
Recommendations made include encryption when possible, cautious biometric utilization and revisit on the
national cybersecurity strategy. In addition, organizations must ensure that their document management
systems and practices can safeguard personal information contained in documents throughout their life
cycle.

Keywords: Data Security, DDoS Attack, cybersecurity and e-government

Introduction

Security of data especially in this information age where basically humans, organizations and nations rely
on the Internet is highly threatened on daily basis. From identity theft, malicious acts by hackers and
crackers, to Distributed Denial of Service attacks; countries are plagque. A hacker uses computer,
networking or other skills to overcome a technical problem or to gain unauthorized access to
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systems or networks. Hackers can have different motives, such as installing malware, stealing or
destroying data, disrupting service, finding software vulnerabilities, or exploring or testing methods for
breaching defenses and exploiting weaknesses [1]. On the other hand, a cracker is a person who enjoys
trying to gain unauthorized access to computer systems. That means they are a kind of low-tier hacker, not
out to do damage or steal information, but merely to prove their own skills. They often leave a sort of calling
card to prove their success either to themselves or within their community. While many crackers are not
out to harm the sites they crack, some definitely are, and they pose a security risk for their targets. Whether
crackers are necessarily malicious or not, their security breaches are illegal, and even ones that only want
to test their skill negatively affect the sites they hit [2]. Obviously, any sort of hacking can compromise
websites and the data on them. The author in [3], asserted that government agencies are a prime target
for cybercrime. Agencies hold so much diverse data about citizens — from passport information to social
care data. In addition, many of them rely on the data security built for their outdated computer systems. So,
cyber criminals often view government agencies as an easy mark. More concerning, public-sector groups
appear to have a tough time knowing when they’ve been attacked. Reports shows that the
United States and some countries in Europe, Asia, Middle East and even in Africa are taking proactive
steps at checkmating threats to their national security by latching onto revolutions in ICT [4]. Nigerians
watched in amazement how America deployed its security system to track down the April 13, 2013 Boston
Marathon bombers. Similarly, in less than five minutes the images of the two men who hacked down a
brave soldier on London Street on May 22, 2013, appeared on television screen around the world. There
were no guess works in those scenarios, which make many Nigerians get disturbed by the many cases of
unresolved high-profile crimes in the country. Riding on the skills acquired through practicing as a cracker
or hacker, a serious security threat that will form the kernel of our discussion is Distributed Denial of Service
(DDoS) attacks. It's a serious threat to data in the cloud and a thorn in the cyberspace. It has disrupted
Quality of Service (QoS) delivery through e-governance.

Clarification of Conceptual Terms

As used in this paper, the clarification of conceptual terms is handled in this section.

National Security

National Security refers to the protection of a nation and its people from all forms of existential threats,
such as economic, political, social, ecological, military, technological, or psychological [5]. According to [6],
National Security is “the aggregate of security interests of all individuals, political entities, human
associations, and ethnic groups which make up the nation”. Also, [7] opined that National security has to
do with the safety of a nation against threats such as terrorism, war, or espionage. It deals with safeguarding
the sovereign, independence, and territorial integrity of the state and its citizens. National security suggest
security from threats or attacks from people, organizations or countries that impact the well being of a nation
and its citizen as a whole rather than of any specific individuals or within the nation. Such threats and
attacks are usually directed at harming the lives of people and property [8].

Measures taken to ensure national security include using diplomacy to rally allies, using economic
power to facilitate cooperation, maintaining effective armed forces, and using intelligence and
counterintelligence services to detect and defeat internal and external threats. National security is the
assurance of the basic conditions that guarantee the state and human security of a country [9].

Data/Information Security

By data we mean unprocessed or raw facts such as score, time, amount, age height and so on. On the
other hand, information is the product of processed data. However, what serves as information at one point
can serve as information at the next level, necessarily. In twenty-first Century, the ICT has quickly spread
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throughout into each field of human community. Shape the Large national or international fields to the small
families or people, increasingly individuals® utilization of information innovation to offer advantageous, quick
and effective work and business. Gradually we have entered into another world, the information age. In any
case, the data framework advancement is a "twofold edged sword". It made tremendous advantages for
the humanity; in the meantime, the issue of data security was to bring an extraordinary misfortune and
burden.

E-government Concept

E-government is the use of ICT tools and applications, whether it is Internet-based or non-Internet based
to make better interaction through different delivery models and activities between government and citizens
(G2C), government and business/commerce (G2B), between government agencies (G2G), or government
and households (G2H) but it may face a number of limitations that affect the mode of interaction [10]. E-
Governance is the outgrowth of the efforts made by the governments to improve relations with their citizens.
If certain conditions are fulfilled, the legal value of electronic transactions shall be equivalent to that of other
forms of communication, such as the written form. To protect E-Governance projects there is need for
information security best practices. Security polices, practices and procedures must be in place as well as
utilization of security technology, which help to protect e-Government systems against attack, detect
abnormal activities services and to have a proven contingency plan in place [11-12].

Cybersecurity

Computer security, cybersecurity (cyber security), or information technology security (IT security) is the
protection of computer systems and networks from attack by malicious actors that may result in
unauthorized information disclosure, theft of, or damage to hardware, software, or data, as well as from
the disruption or misdirection of the services they provide [13-14]. The field has become of significance due
to the expanded reliance on computer systems, the Internet, and wireless network standards such
as Bluetooth and Wi-Fi and due to the growth of smart devices, including smart phones, televisions, and
the various devices that constitute the Internet of things (loT). Cybersecurity is one of the most significant
challenges of the contemporary world, due to both the complexity of information systems and the societies
they support. Security is of especially high importance for systems that govern large-scale systems with
far-reaching physical effects, such as power distribution, elections, and finance [15].

Distributed Denial of Service (DDoS) Attack

A DDoS attack is a coordinated cyber attack on a server, service, website, or network that floods it
with Internet traffic. It is a large scale coordinated attack on the availability of services of a victim system
or network resources launched indirectly through many compromised computers on the Internet called
Zombies. It is a cybercrime in which the attacker floods a server with internet traffic to prevent users from
accessing connected online services and sites. In a distributed denial-of-service attack (DDoS attack), the
incoming traffic flooding the victim originates from many different sources. More sophisticated strategies
are required to mitigate this type of attack, as simply attempting to block a single source is insufficient
because there are multiple sources.

Historical Background of DDoS attacks

Network in the world of computers is said to be a collection of interdependent hosts, via some shared media
which can be wired or wireless. The global interconnection of these computers is referred to as the Internet.
This interconnection among computers facilitates information sharing among them [16]. According to [17],
the first-ever Denial of Service (DoS) attack occurred in 1974 courtesy of David Dennis, a 13-year-old
student at University High School, University of lllinois. Since the first DoS attack was launched in
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1974, DDoS attacks and other DoS attacks have remained among the most persistent and damaging cyber-
attacks.

One of the first large-scale DDoS attacks occurred in August 1999, when a hacker used a tool
called “Trinoo” to disable the University of Minnesota’s computer network for more than two days. Trinoo
consisted of a network of compromised machines called “Masters” and “Daemons,” allowing an attacker to
send a DoS instruction to a few Masters, which then forwarded instructions to the hundreds of Daemons to
commence a UDP flood against the target IP address. The author [18], averred that the biggest DDoS
attack to date took place in September of 2017. The attack targeted Google services and reached a size of
2.54 Thps. Google Cloud disclosed the attack in October 2020. Also, in the year 2000, a 15-year-old hacker
known as ‘Mafiaboy’ took down several major websites including CNN, Dell, E-Trade, eBay, and Yahoo!,
the last of which at the time was the most popular search engine in the world. This attack had devastating
consequences, including creating chaos in the stock market.

One of the solutions to have a successful attack is to distribute the attack among a group of
computers around the network. Moreover, tracing an attack originated from multiple sources is a daunting
task.

Principles and Components of DDoS Attack
A DDoS attack consists of four (4) main components usually deployed in launching attacks. They are:
e The master or main attacker;
e the handler;
e slave computers or zombies; and
¢ the victim computer.
The main attacker initiates the attack from the master computer and tries to find some slave computers
maliciously empowered by the handler to be involved in the attack.
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Figure 1. Architecture of a Distributed Denial of Service Attack

A small piece of software is installed on the slave computers through the handler to run the attacker
commands. The attack scenario continued through a command issued from the attacker resides on the
master computer toward the slave computers to run their pieces of software. The mission of the piece of
software is to send dummy traffic destinated toward the victim. Therefore, the victim will not be able to do
anything to prevent this attack. To reduce the network traffic, the victim should detect the attack just in time
to be able to block some IP addresses. Detection of an attack on time has an important role in preventing
the progress of the attack. As DDoS attack generation tools and methods try to increase traffic toward the
victim computer using generating normal packets, signature based intrusion detection systems are unable
to detect such attack [19].
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A DoS was made from a system or network while a DDoS attack is organized to happen simultaneously
from a large number of systems or networks. The denial of service attack, generated by utilizing the
vulnerabilities in the network protocol affects the performance of the victim as well as the other hosts sharing
the network.

DDoS Attack Types on Data and ICT Infrastructure
Distributed Denial of Service (DDo0S) on data and computer infrastructure attack includes different types of
attacks. Descriptions of those attacks on the Internet are presented below [20]:

Smurf attack

In this attack, the attacker sends a large number of Internet Control Message Protocol (ICMP) echo
requests to the server. The victim server will be flooded with broad cast addresses since the sender IP
address is the broad cast IP address. The Smurf attack is executed using the following steps:

i. An attacker sends packets to a network device that supports broadcast addressing technique
e.g. Network amplifier. The return address in these packets is forged or spoofed with victim’s
address.

ii. ICMP_ECHO_RESPONSE packets are sent by the network amplifier to all the systems in the
Broad-cast IP address range.

iii. An ICMP_ECHO_REPLY message from all the systems in the range reaches the victim.

IP Spoofing attack

Internet Protocol (IP) spoofing attack occurs when the attacker modifies the headers of source IP field either
by a legitimate IP address or by an unreachable IP address. When this happens, the cloud server will be
misguided to the legitimate client and in turn it affects the genuine user or the server will be unable to
complete the task to the unreachable IP address which affects server resources. Preventing this type of
attack is difficult due to the fake IP address of the source IP.

Teardrop Attack

In a network transmission, IP packets are broken down into smaller chunks and each fragment will have
the original IP packet’s header that will be useful to re assemble at the destination host. It is known that
when the TCP/IP stack is overlapped with IP fragments, the re assembling will be a very difficult and
sometimes it can quickly fail [20]. To avoid this attack, most of networks use firewalls which can block tear
drop packets in return since this makes it disregard all broken packets. Of course, if you throw a ton of
Teardrop busted packets at a system, it can still crash many other variants such as Targa, SynDrop, Boink,
Nestea Bonk, TearDrop2 and NewTear are available to accomplish this kind of attack.

SYN Flood attack

The SYN Flood attack happens when the attacker machine sends a flood of TCP/SYN packets with a fake
IP address. In a TCP/IP handshaking process, each of these packets is treated like connection request. So
the server sends back a TCP/SYN_ACK packet and waits for a packet in response from the sender IP
address. Since the sender IP is a fake, the response to the ACK packet never comes. As a result, it causes
to half-open connections [3]. These half-open connections saturate the number of connections to the server
so that it avoids responding to the legitimate requests.

PING of Death attack
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A ping of death involves sending a malicious ping to a computer. The pin is generally of 32 bytes in size.
The attacker sends a packet with a size greater than the limit of the IP protocol 65,535. Handling an
oversized packet affects the victim’s machine inside the cloud environment and its resources. Many
operating systems had problems of what to do when they received an oversized packet, so crashed, or
rebooted. Many new variants of ping of death include jolt, SPING, ICMP bug, IceNewk, Ping o' Death [21-
22].

Buffer Overflow Attack

The attacker sends an executable code to the targeted system in order to create buffer overflow attack. In
such way, the victim’s machine will be controlled by the attacker. As a result, the attacker can use the
infected machine to perform cloud based DDoS attack.

LAND Attack

It is similar to ping attack where it uses “land.c” program to send the modified TCP/SYN packets with the
victim’s IP address in both source and destination IP fields. As a result, the machine itself sends the
requests and crashes. DDoS attacks are highly distributed, offensive assaults on services, hosts and
infrastructure of the Internet.

Security Threats, Risks, and Vulnerability in e-government

In the designing of an efficient e-Government system, security becomes the main issues to be considered.
E-Government system is the type of on-line system that requires an ICT based network to execute properly
but e-Government system is different from other on-line system particularly with reference to security as it
handles a lot of secure and legal information that must be protected [23]. A few researchers have attempted
to define each of threats, risks, and vulnerability individually. In any case it is the interactive relationship of
every one of the three of these parts that merge to make the fundamental assessment and suggested action
plan for risk administration. The author [24], asserted that as the individual responsible for the oversight of
the security of an agency, the more you excuse this procedure like an expert with high level security
expertise, the better your knowledge and clarification of the after effects of their security reviews, and
capability to execute their discoveries in a way most suited to one’s agency or establishment.

Risk refers to the probability of being focused by a given attack, of an attack being effective and generally
present to a given threat. A risk assessment is performed to decide the most important potential security
breaches to address now, as opposed to later [19]. However, threat is anything being influenced or harmed
by a particular thing, deliberately or by mistake, and can damage or destroy an asset. Off course asset is
what we are attempting to protect. Vulnerability is weaknesses or gaps in a security program that can be
used by threats (attacker) to obtain unauthorized access to an asset [25]. Figure.2 shows the need for
secure relation between citizens and agencies through e-government.
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Nature and Importance of Data Security and Cybersecurity

Securing the confidentiality, integrity and availability of information assets is the crux of the matter. The
terms data security and cybersecurity are often used interchangeably because both seek to protect
information assets (valuable data and information) and secure technology assets (hardware, software,
systems, servers, networks and other electronic containers that collect, process, transport, store and
retrieve information assets). The distinction is subtle, with data security emphasizing direct protection of
information assets themselves and cybersecurity emphasizing securing technology assets as a means to
protecting information assets. According to [22], both data security and cybersecurity seek to maintain the
confidentiality, integrity and availability of an organization’s information assets. In this context,
confidentiality means ensuring access to information assets is limited to authorized persons and systems;
integrity means ensuring information assets remain in the condition intended by the owner; and availability
means ensuring reliable access to information assets by authorized persons and systems. These three
security pillars are known as the CIA triad.

A security incident is an event that compromises the integrity, confidentiality or availability of information
assets, a data breach is a security incident that results in disclosure of confidential data to an unauthorized
person, and a cyberattack is an unauthorized attempt by a threat actor to compromise information or
technology assets. Security threats to information and technology assets today are wide-ranging and
evolving [24]. The growing importance of information and technology assets Public and private enterprises
are amassing massive and growing volumes of information assets as individuals are also increasingly
creating, collecting, sharing and consuming data. Enterprises and individuals rely increasingly on
information and technology assets to provide or procure goods, services and information. Enterprises and
individuals are also entrusting their information to other enterprises or individuals at growing rates.

In both high income and developing countries, individuals are embracing digital technologies. For example,
there have been multiple security incidents related to digital financial services, such as unauthorized third-
party access to corporate information systems gained by luring unsuspecting employees to disclose user
login information in Ghana, Kenya, Tanzania, Uganda and Zambia, an outage during a system upgrade in
Zimbabwe, and a malicious denial-of service attack in Kenya [23,26].

The Economic Cost of Security Breaches
The global direct monetary losses from cybercrime in 2020 were estimated to have nearly doubled to USD
945 hillion from USD 522.5 billion in 2018, while spending on cybersecurity in 2020 was expected to exceed
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USD 145 billion, together comprising 1.3% of global GDP. In 2017, cybercrime cost Africa an estimated
USD 3.5 bhillion in direct losses [27]. These estimates exclude indirect costs to victims such as opportunity
cost, downtime, lost efficiency, brand disparagement, loss of trust, intellectual property infringement, and
damage to employee morale. They also exclude systemic costs such as supply chain impacts on upstream
suppliers and downstream customers. The full economic cost of cybercrime, including direct, indirect,
and upstream systemic costs, has been estimated at three times its direct cost30 — putting 2020 total global
cost near USD 4 trillion, about 4% of global GDP.

Enactment of National Cybersecurity Strategy

Facing these challenges, many governments have adopted a national cybersecurity strategy, which is an
action plan to improve security and resilience of national infrastructure and services. These strategies
reflect high-level, top-down approaches to cybersecurity that establish national objectives, priorities, and
timelines [27]. The first national cybersecurity strategy, the US Government’s National Strategy to Secure
Cyberspace, was released in February 2003 after the 11 September 2001 terrorist attacks on the World
Trade Center. 50 Cybersecurity plans with more limited focus were adopted in Germany and Sweden in
2005 and 2006. The world’s second broad national cybersecurity strategy was published by Estonia in 2008
following a severe cyberattack in 2007. At least 114 countries have adopted or are in the process of
adopting a national cybersecurity strategy, including 17 in sub-Saharan Africa, 18 in the Americas, 11 Arab
states, 21 in the Asia-Pacific, 6 in the Commonwealth of Independent States, and 41 in Europe [18].

Mitigating Data Insecurity and DDoS Attacks

To foster national development, government can mitigate data insecurity and DDoS attacks as follows:

i. Improvement on ICT Infrastructure
Relying solely on passwords for security has resulted in many organizations experiencing cyber attacks.
Employing software that limits access to organization networks is a key step for governments to avoid such
attacks. Two-factor authentication, biometrics and encryption are some of the components necessary in
such solutions.

. Implementation of Adaptable Authentication Methods
Phishing has been one of the most alarming forms of security breaches. Users are tricked into revealing
important information. Governments are tackling phishing attempts with multifactor authentication. They
also need to ensure that the authentication system used supports mobile interfaces and is made with mobile
users in mind.

iii. Effective and Cautious Biometrics Utilization
Biometrics is used for individual authorization, providing access and identifying individuals. The use of
biometrics with digital devices has improved their security. For example, biometrics such as fingerprint and
facial recognition helps ensure that no one except the intended user can unlock the device.
iv. Audit and Identify Shared Assets
Third-party attacks happen when cybercriminals enter your system through an outside partner, making
third-party authorization a risky process. Because of this, governments should perform third-party audits
and implement cybersecurity solutions built to identify all third-party user activity. A shift to remote work
after Covid-19 increased the number of opportunities for attackers.
v. Encrypt When Possible
Encryption allows the integrity of data to be maintained by turning simple text into an encrypted code
language. Encrypted data isn’t understandable by humans—it can only be deciphered by computers and
decryption tools.
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vi. Training and Retraining of Personnel

Training employees on password management and how to avoid phishing emails is one part of the solution.
It's important for governments to adopt a culture of cybersecurity at all levels: leadership, teams and
individuals.

vii. Periodic Revisiting of Security Policies

There’s a need to have a zero-tolerance policy toward cybercrimes. As attacks become more sophisticated,
they must also put strong policies in place that enable employees to detect, respond and recover from such

attacks.

Recommendations

Fundamental factors are to have a proper public key infrastructure providing required level of
authentication and integrity.

have a continuous awareness and training program to ensure people understand security
threats, know how to identify potential issues and behave accordingly to maintain a secure e-
Government service.
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